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1.1 Introduction

Maore than 100 years ago, the "Spanish flu" was one of the worst pandemics the world has ever seen. At
that time, all countries were helpless against the spread of the HIN1 epidemic. At the height of the
contamination, more than 500 million people were infected, representing more than a third of the world's
population. It is estimated that between 50 and 70 million people died from HIN1 in 1918.

Today, the world is faced with a new deadly pandemic of SARS-COV-2, a coronavirus-like virus otherwise
known as COVID19. Unlike the "Spanish flu", the world today has a technological maturity that allows
nations to combat the spread of epidemics and thus prevent the resurgence of waves of contamination.

1.2 Why do "proximity tracing"?
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Without proximity tracing, diagnostics and screening are performed as soon as symptoms appear.
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With a proximity tracing system, it is possible to warn a person who has crossed paths with a sick person
and thus to anticipate the diagnosis / screening even before the arrival of possible symptoms. The person
who would have been contaminated after interaction with the sick person can thus be isolated more
quickly. The system thus participates in slowing down or even interrupting the chain of diffusion of the
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1.3 Design Principles
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1.4 Anonymity and protection of personal data



2.1 Introduction
The global 5topC19 system includes:

* A smartphone application dedicated tollllEEl citizens

s A web-based aoolication for healthcare orofessionals authorized to record serological and/or

Overview diagram of the overall system:
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The smartphone is the only receptacle for reconciling data and informing the user according to his own
context.



LISA - Technical Specifications of the protocol implemented by StopC19

2.2 Convention of terms used in the document

Definition

Back End Tests Covid Service platform hosting the capacities of data reception, processing and
restitution through REST type services. Platform dedicated to anonymised
Crwid tact data
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Low Energy Bluetooth | A radio communication standard (2.4 Ghz) allowing bidirectional data
Technology exchange at very short distances (< 10 m). Bluetooth Low Energy (or BLE)
uses less energy than conventional Bluetooth.

Serological test Test carried out by blood sampling to measure the patient’s IgM and 1gG
antibody levels to determine contamination or immunization.
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2.3 Global kinematics
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Suivi des rencontres

Sur chague smartphane I'application génére un identifiant
aléatoire toutes les 24h, et le conserve durant 21 jours.

Lundi Bastien et Valérie se croisent, les applications se détectent
en utilisant Ia tec e Bl h et enregi cette
rencontre,

Lapplication sauvegarde les rencontres dans be smartphone
pendant 21 jours. Ces rencontres sont effacées au-dela de 21
jours.

Test de dépistage au laboratoire

Jeudi, Valérie se rend au laborataire pour effectuer un test de
dépistage, le laboratoire lui remet un code de test.

Vendredi, le laboratoire a le résultat de test, il le sajsit sur son
application sécurisée,

Signalement d'un dépistage positif

Vendredi, Valérie peut utiliser son application pour recevair
directement le résultat de son test,

Valérie a été testée positive au Coranavirus. L'application envaie
ses rencantres et ses identiflants sur le serveur uniquement si
Valérie avalt donné son accord préalable.

identifiants partagés sont a il st p e

ir & gui ils
appartiennent.

Détection d'une rencontre i risque
Chague jour, l'application va rechercher si les rencontres enregistrées sont
considénées a risque tout en limitant les dennées échangdes.

Samedi l'applicaticn de Bastien extrait une partie des identifiants
gu'elle connait pour chaque jour,

L'application récupére réguli Ia liste des i ifi a
risgue commengant par ces éléments.

Nate: Les les rencontres de Vald

t pas transmis & Basticn.

Uapplication mabile calcule sur le téléphone de Bastien qu'un des
identifiants correspond  'une de ses rencontres,

Lapplication notifie Bastien qu'il a été exposé a un risgue de
contamination,

Note : Ni Bastien, ni le serveur n'ont la possibilité de connaitre Fidentité de la
personne posithve,

Bastien Valérie
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2.4 Processes handled

The following business processes are described in the LISA protocol:
—  First-time installation

= Proximity Interaction

—  Sharing interaction data



3.1 Functional Description

At the first launch of the application, no personal data is required to create an account. The user must
simply accept the general terms of use and validate via a "Captcha” mechanism that he is not a robot.

An access token is then created and will be used in the user's next actions from the application in order to
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3.2 Technical Specification






4.1 Functional Description

Bluetooth Low Energy technology is used to detect users of the application who have agreed to enable
tracking functionality for their interactions.

locally records each interaction with another user of the application as well as the parameters of the
interaction that will identify if the interaction is at risk.

Hlustration of detection between two smartphones:

In the case of a meeting between two pecple A and B, both of whom have activated the Bluetooth
functionalities and tracking interactions :



Interaction.

4.2 Technical Specification

At each meeting, the application stores locally a tuple with the following form:
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4.3 Current Technical Limitations



5.1 Functional Description

When installing the application, then at any time in a dedicated tab "Interaction / Review my choice of
involvement", the user can choose his level of involvement.

3 levels of involvement are proposed:



5.2 Technical Specification

5.2.1 Data manipulated

The interaction data transmitted via the FT_TESTED_ENCOUNTERS stream in case of a positive Covid-19
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5.23.1 Flow FT_UNTESTED_ENCOUNTERS

I Nom du flux : [ FT UNTESTED ENCOUNTERS









6.1 Functional Description

The characterization of interactions at risk is a processing performed on the server from raw interaction
data transmitted by the smartphone and stored on the Encounters table. An encounter between two



6.2 Technical Specification

From the "Encounters" table and the following examples of interactions:

{ [idPériodique] A, [idPériodique] _B,t_ 1,distance,duration,RSSI, txPower, [device] A, [
ctatutCoaid T AL






7.1 Functional Description

The interactions that are risky for the user are determined by the application locally on his smartphone. To
do this, the application queries the server [Back End Tracing) to retrieve a subset of periodic identifiers
characterized as risky. This query contains a list of identifier prefixes, which is the union of the identifier
prefixes used by the application for the BLE broadcasting of the smartphone (local identifiers) and the
identifier prefixes encountered (generated by other smartphones and stored during proximity interactions).
Mixing both local identifiers and encountered identifiers, and using only identifier prefixes, ensures the
anonymity of the request while limiting the volume of data processed.

Mustration of reconciliation by the smartphone:

— [AB,KL,..]

Identifiants du lundi, et

commengant par [AB, KL,...] ? .H

ABCD1234... : Risque
KLMMN4232... : exposé

&

+ ANABCD1234 = A




7.2 Technical specification

Diagram of the kinematics:

Pour chaque jour J









8.1 Functional Description

Illustration process:

8.1.1 Provision of a secure Portal for Covid tests

The certification of a person contaminated with Covid-19 is obtained through test results recorded by a
licensed health care professional.
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The patient goes to the facility where he or she is to be tested. The staff at the facility will provide a test
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8.2 Technical specification

8.2.1 Authentication of the professional on the Covid Tests portal

Authentication of the healthcare professional who wishes to connect to the Covid Test Portal is done via
ProSanteConnect, the authentication system developed by ASIP.
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8.2.3 Data exchanged

Description Treatment Format Storage

ID Test Unigue Generated by the health 10 Stored in the Covid
identification professional in the portal | alphanumeric | Back End Tests
key associated characters

with each test










